Gain a solid understanding of how information theoretic approaches can inform the design of more secure information systems and networks with this authoritative text. With a particular focus on theoretical models and analytical results, leading researchers show how techniques derived from the principles of source and channel coding can provide new ways of addressing issues of data security, embedded security, privacy, and authentication in modern information systems. A wide range of wireless and cyber-physical systems is considered, including 5G cellular networks, the Tactile Internet, biometric identification systems, online data repositories, and smart electricity grids. This is an invaluable guide for both researchers and graduate students working in communications engineering, and industry practitioners and regulators interested in improving security in the next generation of information systems.
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Preface
The ubiquity of information technologies such as wireless communications, biometric identification systems, online data repositories, and smart electricity grids has created new challenges in information security and privacy. Traditional approaches based on cryptography are often inadequate in such complex systems and fundamentally new techniques must be developed. Information theory provides fundamental limits that can guide the development of methods for addressing these challenges, and the purpose of this book is to introduce the reader to state-of-the-art developments in this field. As a prototypical example of a system in which such methods can play an important role, one can consider a communication system. In a typical configuration, there is an architectural separation between data encryption and error correction in such systems. The encryption module is based on cryptographic principles and abstracts out the underlying communication channel as an ideal bit-pipe. The error correction module is typically implemented at the physical layer. It adds redundancy into the source message in order to combat channel impairments or multiuser interference and transforms the noisy communication channel into a reliable bit-pipe. While such a separation-based architecture has long been an obvious solution in most systems, a number of applications have emerged in recent years where encryption mechanisms must be aware of the noise structure in the underlying channel, and likewise the error correction and data compression methods must be aware of the associated secrecy constraints required by the application. Such joint approaches can be studied by developing new mathematical models of communication systems that impose both reliability constraints and secrecy constraints. Similar considerations arise throughout the information and communication technologies, and information theoretic approaches can point the way to fundamentally new solutions for such technologies. We refer to this emerging field of research as information theoretic approaches to security and privacy (ITASP). It is notable that this approach leads to guaranteeing information security irrespective of the computational power of the adversary and is a fundamental departure from current computation-based cryptographic solutions. In this book we will highlight among others the following application areas where principles of ITASP have been particularly effective.
Wireless systems: Mobile links are traditionally considered to be the weakest links in network security. The current separation-based architectures allow for a variety of attacks that exploit the broadcast nature of wireless links. Fortunately, when we consider ITASP, a number of new solutions emerge that have been traditionally overlooked by Preface the separation-based architecture. In fact, for ITASP, the broadcast nature of wireless links turns out to be a strength, allowing for new methods of secret key generation, as well as key-less confidential data transmission, to be developed. Physical layer design of wireless systems has dramatically advanced in the last decade to support the growing demands from end users effectively utilizing cooperative relays, multiple-antenna arrays, and channel adaptation strategies, and these advances are making their way into reality. Moreover, emerging concepts such as the Internet of Things introduce network architectural and scaling issues that make traditional methods of providing information security impractical. It is only natural that we now can envision that the physical-layer-based approaches rooted in ITASP can significantly enhance the security and privacy of wireless networks in the near future. Biometric systems: Biometrics such as fingerprints, iris scan, etc. provide the most compelling means of authentication as they directly use the physical attributes of a user. Surprisingly, practical systems suffer from a serious privacy concern. Many of the commercially available systems store the biometric reading measured during the enrollment phase in the clear. This is because successive biometric readings of the same user are somewhat different due to measurement noise. Thus the one-way hash functions widely used when storing passwords cannot be used in such systems. Interestingly, it has been recently recognized that a class of secure hash functions that are robust to measurement noise can be implemented in such systems. The principles of such robust hash functions are intimately tied to a well-studied problem in ITASP, i.e., the "source model" in secret key generation.
Smart-grid systems: There has been a strong push toward modernizing the electric power grid in most developed countries, using advanced metering infrastructure (AMI) and sensors within the grid. Privacy and security concerns are a major issue in the design and deployment of such systems. For example, AMI systems report real-time measurements of the electricity consumption of each individual household. While such information can be vital for load balancing, it also raises serious privacy concerns, as end-user behavior can be easily inferred from the instantaneous electricity usage. Thus a fundamental tradeoff between utility and privacy exists in such systems, and the ITASP framework is a natural way of characterizing such a tradeoff.
This book provides scientific insights into the emerging field of ITASP. Presenting contributions from prominent researchers in this area, the book not only gives an overview of state-of-the-art research results but also builds a strong foundation for designing future systems incorporating ITASP. The book is organized in four parts: (I) theoretical foundations; (II) secure communication; (III) secret key generation and authentication; and (IV) data systems and related applications. The first part focuses on fundamental concepts of information theoretic security in general. The second part of the book focuses on secure communication. These range from multiple-input multiple-output wiretap channels to different concepts of imperfect channel state information and its implications. The third part discusses secret key generation and authentication over the wireless channel. And finally, the fourth part focuses on data systems and related applications such as biometric authentication, smart grid, and distributed storage systems.
